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SUPERTREND

Quadruple down
on data security

There is no pretty way to say it. In 2014, the business world got walloped on the issue of data security.
And there are few reasons to believe that 2015 will be much better. Business and tech leaders alike
are deeply anxious about this issue, and they’re attaching big budget numbers to data security. In our
experience, that sets the stage for some serious inefficiencies in technology investments in the near
future—inefficiencies that analytics could guard against.
Exponential growth in the areas of mobile data generation, real-time connectivity, and digital business have
made the job of protecting these assets and securing the gates in a “big data” world an altogether different—
and more challenging—undertaking. In topics ranging from intrusion detection to differential privacy to digital
watermarking to malware countermeasures, analytics is already having a huge impact. Add in increasing global
instability and the threat of cyberterrorism, and the risks grow exponentially.
With the volumes of data being captured and managed by organizations today, analytics is the first
and last line of defense for data security. Getting it right requires the convergence of innovation, analytics,
digital connectivity, and technology—all integrated into a more seamless approach with fewer holes. It’s not
good enough to be great at analytics if you can’t convert it into a strategic asset and tie it to digital execution.
That applies to all the trends discussed in this report, not just the escalating importance of data security.
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